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Abstract

This document offers an in-depth exploration of firewall technologies, specifically tailored
for SMEs in Palestine, focusing on the critical role of FortiGate firewalls. It begins by
tracing the evolution from traditional firewalls to sophisticated Next-Generation Firewalls
(NGFWs) that incorporate machine learning, highlighting the significance of FortiGate in
enhancing network security and mitigating risks through detailed case studies.

It then provides a methodical guide on selecting appropriate FortiGate models and
configuring various aspects such as system interfaces, network settings, DHCP
configurations, and static routing. The document further elaborates on policy creation,
SD-WAN, IPv4 policies, and high availability setups, and covers essential aspects of
regular maintenance, support, and training. It also includes detailed instructions for
firmware updates, configuration backups, performance monitoring, and troubleshooting.
Furthermore, it outlines available support resources and training opportunities to ensure

that SMEs can maintain and optimize their FortiGate firewalls effectively.

Aiming to provide SMEs with a comprehensive strategy for deploying FortiGate firewalls
to safeguard against cyber threats and ensure robust network security, this document
provides all the necessary tools and knowledge for effective implementation and

maintenance.
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1 Introduction

1.1 Introduction and Motivation

If you think technology can solve your security problems, then you don’t understand the

problems and you don’t understand the technology.
(Schneider, 2000)*)

In an era dominated by the relentless expansion of cyber threats, establishing robust
network security policies has become an absolute necessity for organizations of all
sizes. A proactive and effective defense mechanism to safeguard sensitive data and
ensure the uninterrupted functioning of organizational networks is required. In Palestine,
larger companies and organizations use commercially available firewall solutions
routinely, this is not the case for small-medium enterprises and organizations SMEs)?
Nevertheless, exposure to cyber threats does not depend on the size of the
organization. Not having an adequate cyber defense mechanism can lead to substantial
losses for a company or organization up to bankruptcy. The motivation of this project is
to improve the defense for SMEs in Palestine by providing easy to implement guidelines.
Companies like Fortinet, Cisco, and Palo Alto provide commercial firewall solutions. The
most used firewall solution in Palestine is FortiGate from Fortinet, which is why this

project focuses on this product.

This manual will help SMEs understand the dangers of cyber threats and how to protect
themselves effectively. The guidelines will enable individuals to establish a firewall
independently, without the requirement for extensive knowledge of the topic.

1.2 Aims and objectives

The aim of this manual is to address the basic policies of firewalls with focus on
FortiGate. It highlights the importance of policies and provides a practical guidelines for

IT specialists working in SMEs in Palestine. The easy-to-use manual can be used to

1 Schneider, B. (2000). Secrets & Lies, John Wiley & Sons.

2 SMEs — defined as the enterprises that employ a maximum of 25 people and have an annual turnover of no more than
$7 million - make up 95% of the Palestinian economy. (Source: Palestine Money Authority, https://www.pma.ps/en/
[Accessed January 17, 2024].
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enhance the security systems of organizational networks. Applying the policies will

ensure the robust application of essential security measures.

The following objectives are defined to achieve this aim:

e This manual aims to enhance network security for SMESs in Palestine by
providing a country and needs-based solution.

e The primary emphasis is on practical processes that facilitate the implementation
of FortiGate, even in the absence of adequate resources or FortiGate expertise.

o Policies for firewalls are explained and defined, including configuration of the
Wide Area Network (WAN) and Local Area Network (LAN).

o Key aspects such as SD-WAN integration, IPv4 policies, IPv4 Denial of Service
(DoS) policies, Site-to-Site Virtual Private Network (VPN) configurations, and the
implementation of Virtual IP Network Address Translation (NAT) are addressed.

e The manual will help SMEs by providing them a straightforward guide to set up
FortiGate firewalls. Existing instructions, and training sites will be incorporated

into the guidelines.

1.3 Problem Statement

This project aims to address the issue of inadequate understanding and implementation
of effective FortiGate firewall policies, a challenge that hinders organizations from
fortifying their networks against cyber threats. The problem goes beyond theoretical
knowledge, involving difficulties in configuring and customizing policies to align with
specific organizational needs. Furthermore, the dynamic nature of cyber threats
increases the risk, as there is a lack of clarity on how to adapt FortiGate configurations
to evolving security challenges. Resource constraints further compound the problem,
limiting the accessibility of robust security measures. In essence, the identified problem
is a crucial obstacle for organizations trying to establish resilient network defenses in the

face of evolving cyber threats and advanced persistent threats (APTS).



1.4 Document Structure

The remainder of this document is organized into three major sections:

e Section 2: Background
This section provides an overview of the evolution of firewall technologies, starting from
the first generation of packet filtering firewalls developed in 1988 to the current Next
Generation Firewalls (NGFWSs) with machine learning capabilities. It also discusses the
concept of Unified Threat Management (UTM) and the features of FortiGate firewalls.
Additionally, it addresses the risks and attack scenarios associated with firewall

misconfigurations

e Section 3: Implementation
This section provides guidance on selecting the most suitable FortiGate model based on
the size and specific requirements of the SME. It includes a model selection guide, a
cost-benefit analysis, and detailed descriptions of various FortiGate models tailored for
different organizational needs. Following the selection, it provides comprehensive
instructions for the initial setup and configuration of FortiGate devices. It covers
unboxing, physical setup, network connection, and accessing the FortiGate interface. It
also includes detailed steps for WAN and LAN configuration to ensure secure and
efficient network operations. The section further discusses the creation and
implementation of various security policies on FortiGate firewalls, including basic and
advanced IPv4 policies, configuring Software-defined Wide Area Network (SD-WAN),
implementing Denial of Service (DoS) policies, Virtual Private Network (VPN)

configurations, and Network Address Translation (NAT) with Virtual IPs.

e Section 4: Regular Maintenance, Support, and Training
This section provides an overview of the regular maintenance and support required to
keep FortiGate firewalls functioning optimally. It lists factors to consider for firmware
updates, troubleshooting common issues, and accessing FortiGate support resources.
Additionally, it includes recommendations for ongoing training and the use of interactive

learning modules to enhance understanding and implementation of security measures.

By following the detailed guidance provided in these sections, SMEs in Palestine can
significantly enhance their network security, ensuring robust protection against cyber

threats and maintaining the integrity of their business operations.
10



2 Background

2.1 Overview

The first generation of firewalls was the packet filtering firewall, developed by Digital
Equipment Cooperation (DEC) in 1988. It was designed to protect the network against
unwanted packets from certain source IP addresses and was not aimed at detecting
viruses or network threats. In 1990, AT&T Bell Labs developed the stateful firewall to
make packet filtering networks more efficient. DEC developed the application-gateway
firewall in 1991 to detect network attacks. The web application firewall was introduced in
1997 to protect web servers and was successful in detecting network attacks. In 2004,
the concept of Unified Threat Management (UTM) was introduced to combine every type
of firewall into one machine. This concept evolved into NGFW in 2009, which became
the most popular choice for defending industrial and enterprise networks, especially
when combined with machine learning and other advanced intrusion detection
techniques. Today, there are many companies offering firewalls at different levels. The
most advanced companies in this field are Fortinet, Cisco, and Palo Alto. All three
companies have good products which are comparable. Figure 1 shows the timeline of
these developments. Comparing the three solutions would be a project by itself.
Because The Arab American University uses FortiGate and secondly, it is the most
frequently used solution in the West Bank, this project will use FortiGate tools. The next

paragraphs will explain the evolution in more detail.

Digital Equipment Digital Equipment g8, International Data The first machine . .
Cooperation (E Cooperation % Corporation (IDC) learning powered | 052
(DEC) developed (DEC) developed mentioned the NGFW was :

the packet
filtering firewall

the application- concept of UTM introduced by Palo
gateway firewall in a report Alto Networks

MNext generation

AT&T Bell Labs Application firewall” (NGFW)
developed layer firewall was coined by
stateful firewall was introduced Gartner in a report| -

Figurel: Firewall evolution map?

3 Liang, J./ Kim, Y. (2022). Evolution of Firewalls: Toward Securer Network Using Next Generation Firewall,
IEEE 12th Annual Computing and Communication Workshop and Conference (CCWC)
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2.2 Evolution of Firewall Technologies

It is important to understand the technological evolution to make recommendations on
how to use firewalls. From early firewalls to Next Generation Firewalls (NGFWSs) with
machine learning, network security has changed a lot.

As the Internet and the Digital Economy have expanded, firewalls have consistently
evolved to serve as crucial security appliances. Firewalls have changed a lot over time.
They used to be just software tools, but now they are hardware devices that can be used
in private and public cloud environments. This changes how cybersecurity is done, from
dealing with random threats to fighting sophisticated attacks by countries and
cybercriminals. Firewalls have changed in form, function, speed, and security features.
The first firewalls were simple and based on rules. Later, there was a newer version that
had more features but did not work well together. The invention of NGFW changed how
we protect ourselves by using tools that use apps, who uses them, and what they see.
This helps us control and find out about advanced attacks. Now, NGFW with machine
learning is used to provide real-time, inline zero-day protection, device visibility, and
behavioral anomaly detection. As networks become more connected, firewalls will need
to change even more. They need to combine different solutions into one system and use
advanced technology to predict and respond faster to threats. In this changing
cybersecurity landscape, it is important for those who want to not just survive, but to
thrive in the digital era to be able to innovate and use fast firewall technologies. The next
paragraphs will explain the evolution with the help of Figures.

2.2.1 First Generation — Early Firewalls

Early firewalls were simple and focused on checking and filtering packets sent into a
network or system. Stateful filters were used to keep track of connections between
computers to judge packets. These firewalls were straightforward to operate and
manage. However, they were reactive and based on rules, which made them easily

defeated.

12



Figure 2: First Generation of Firewalls*

2.2.2 Second Generation — Unified Threat Management

The second generation of firewalls was made because people started using more
applications in the 2000s. These firewalls have protection against viruses and other
harmful things. They also check what people send and receive online, filter out bad stuff
using web proxies, connect offices that are far away using VPNs, and block spam. They
had more capabilities and better protection than the early firewalls. However, there was
a lack of integration between each function, which led to security gaps, poor
performance, and complex policy management.

Figure 3: Second Generation of Firewalls*

4 palo Alto, The Evolution of Firewalls, https://www.paloaltonetworks.com/resources/infographics/the-evolution-of-firewalls
[Accessed January 18, 2024]
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2.2.3 Third Generation — Next Generation Firewalls

The first Next-Generation Firewall (NGFW) was introduced in 2008. The NGFW is built
around integrated capabilities that use awareness of apps, user identity, and content to
offer enhanced application visibility and control. It supports secure, encrypted traffic via
SSL/TLS and detects and prevents advanced attacks by identifying evasive techniques

and automatically counteracting them.

Figure 4: New Generation of Firewalls*

2.2.4 Proactive NGFWs with Machine Learning

Machine learning has enabled Next-Generation Firewalls (NGFWSs) to deliver proactive,
real-time, and inline zero-day protection. NGFWs can identify variants of known attacks
as well as many unknown cyberthreats. They provide complete device visibility,
behavioral anomaly detection, and native enforcement to secure Internet of Things (loT)
devices without the need for additional sensors or infrastructure. NGFWSs also serve up

recommendations for policy improvements.

14



Figure 5: NGFWs with Machine Learning*

Drawing parallels to this evolution, FortiGate stands out as a Unified Threat
Management solution, consolidating security functions and offering a single

management console for ease of administration and consistent updates.

2.3 FortiGate Essentials, components and features

Fortinet's firewall solution, FortiGate, is a comprehensive line of network appliances,
implementing a UTM approach. These appliances integrate networking and security
features, providing services at layers 2 and 3, network security services, and application
security services. The consolidated approach ensures efficient security management

and updates across all devices involved in UTM.

2.3.1 FortiGate components and features overview

FortiGate comprises specialized hardware models running the FortiOS operating
system. Key components include dedicated Security Processing Units (SPUSs) for
accelerated security tasks. The firewall offers core functionalities like stateful packet

inspection, alongside Virtual Private Network (VPN) support for secure communication.

It incorporates features such as an Intrusion Prevention System (IPS), antivirus, web
filtering, and application control to safeguard networks from various threats. FortiGate

enables Secure Sockets Layer (SSL) inspection to uncover hidden threats in encrypted

15



traffic and supports multiple user authentication methods. Robust logging, reporting, and
High Availability (HA) configurations enhance network monitoring and resilience. The
firewall's scalability and versatility make it suitable for diverse organizational security

needs.

2.3.2 Risks and attacks scenarios of the misconfigurations

Without implementing essential configurations and policies on firewalls, such as WAN
and LAN settings, security policies, VPN configurations, and Virtual IP NAT
configurations, organizations expose themselves to various vulnerabilities. Attackers can

exploit these lapses in different ways.

e Unprotected Interfaces:

Attack Vector: Absence of WAN and LAN configurations leaves interfaces unprotected,
enabling unauthorized access and potential network infiltration.
Misuse Scenario: Attackers may exploit this vulnerability to gain unauthorized access to

internal resources, compromise sensitive data, or launch lateral movement attacks.

e Unrestricted Traffic Flow:

Attack Vector: Without properly configured security policies, there is a lack of traffic
control mechanisms between WAN and LAN, allowing unmonitored data flow.
Misuse Scenario: Attackers could exploit this situation to conduct reconnaissance,

propagate malware, or execute other malicious activities unnoticed.

e DoS Vulnerability:

Attack Vector: Failure to set up DoS policies exposes the network to DoS attacks,
potentially overwhelming resources.
Misuse Scenario: Attackers might launch DoS attacks, causing service disruptions,

network downtime, and creating opportunities for further exploitation.

e |Insecure VPN Connections:

Attack Vector: Improper site-to-site VPN configurations can lead to insecure
connections, potentially exposing sensitive information during data transmission.
16



Misuse Scenario: Attackers may intercept or manipulate data in transit, leading to data

breaches, unauthorized access, or even network compromise.

e NAT Misconfigurations:

Attack Vector: Virtual IP NAT configurations are crucial for proper translation between
LAN and WAN, and their absence can lead to misrouting or exposure of internal IPs.
Misuse Scenario: Attackers could exploit misconfigurations to bypass security controls,
launch man-in-the-middle attacks, or gain insights into internal network structures.

Itis important to know how to configure these policies in the right way. For example, the
following figure shows two examples of a DoS attack log on UDP flood, and the action

taken by FortiGate according to the configured actions.

@ Dashboard > New Policy
MR Security Fabric
- tcp_src_session >» Block Monitor 5000
twork tcp_ds S [MESLIEY Block Monitor 5000
i ) NG must be enabled act
Syste 4 . -
udp_flood ) Disable Block JELLUGT 2000
I B, Policy & Objects v - =
IPv4 Policy udp_scan ) ] m Block Monitor 2000
Authentication Rules
1Pv4 Dos Policy 7 udp_src_session » [BESTHICE Block Monitor 5000
-+
Addresses udp_dst_session » m Block Monitor 5000
Internet Service
Databas cmp_flood > Block Monitor | | 250

Figure 6: DoS Policy enabled as “Monitor”®

And the log action will be showing 'detected' as highlighted below since action set to

monitor only.

5 Fortinet Community https://community.fortinet.com/t5/FortiGate/Technical-Tip-DoS-attack-log-
according-to-action-set-on-DoS/ta-p/198465 [Accessed January 18, 2024].
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date=2020-07-02 time=10:32:34 1dseq=177346285139919301 itime="2020-07 10:31:38" euid=3 epid=101 dsteuid=0 dstepid=3116 logver=60
1ogid=0720018432 type="utn" subtype="anomaly" level="alert" sessionidqfattackid=2685212772 severity="critical" srcip=2.2.2.2
dstip=1.1.1.1 srcport=443 dstport=50216 srcintf="VIAN 114" action="detected" proto=17 service="udp/50216"
ref="http://www.fortinet.com/ids/VID285212772" count=1345 msg="ancmaly: udp flood, 2001 > thresheld 2000, repeats 1234 times"
attack="udp flood" eventtype="anomaly" crscore=50 crlevel="critical" policyid=l threat="udp flood" threatlevel=4 threattype="ips"
policytype="DoS-policy" srccountry="United States" srcintfrole="wan" eventtime=1593657154 devid="FG12345678901234" vd="root" dtime="2020-

07-02 10:32:34" itime t=1593657098 devname="FG12345678901234" cve=

Figure 7: The log’s action “Detected” ®

@ Dashboard > - NewPolicy

NX Security Fabric > |

. i tep_src_session e J m Block Monitor 5000

™ FortiView >

o Network > tpdstsession O  [[EEEDY elok Monitor | 5000

& System loggngimust be enabled action set to "Block”

udp_fl © Disable WIS Monitor

aracsons | | X
1Pv4 Policy udp_scan (e ] Block Monitor 2000
Authentication Rules
1Pvé DoS Policy udp_src_session e J m Block Monitor 5000
Addresses udp.dstsession O | [[EEENEY Biock Monitor | 5000
Internet Service ‘
Database icmp_flood > Block Monitor 250

Figure 8: DoS Policy enabled as “Block’®

The log ‘s action will be showing “clear_session” as highlighted below since action set to
“Block”.

date=2020-07-02 time=10:32:34 1dseq=177346285139919301 itime="2020-07-02J§0:31:38" euid=3 epid=101 dsteuid=0 dstepid=3116 logver=60
1ogid=0720018432 type="utm" subtype="anomaly" level="alert" sessionid=0 Jftackid=285212772 severity="critical" srcip=2.2.2.2
dstip=1.1.1.1 srcport=443 dstport=50216 srcintf="VIAN 114" action="clear session" proto=17 service="udp/50216"
ref="nttp://w.fortinet.com/ids/vVID285212772" count=1345 msg="anomaly: udp flood, 2001 > threshold 2000, repeats 1234 times"
attack="udp flood" eventtype="anomaly" crscore=30 crlevel="critical" policyid=l threat="udp flood" threatlevel=4 threattype="ips"
policytype="DoS-policy" srccountry="United States" srcintfrole="wan" eventtime=1593657154 devid="FG12345678901234" vd="root" dtime="2020-

07-02 10:32:34" itime £=1593657098 devname="FG12345678901234" cve=

Figure 9: The log’s action “Clear session™
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3 Implementation

3.1 Introduction

Setting up effective security policies with FortiGate can be a real challenge for those with
limited knowlege and limited access to resources. This methodology chapter is designed
as a step-by-step guide, specifically for individuals and Palestinian IT specialists working

in SME’s who may struggle with the basics of FortiGate policies.

Understanding the challenges faced by those with limited experience or constrained
resources is important to start with. This guide aims to make the learning curve more
manageable. This chapter will break down the process of establishing FortiGate policies
into easy-to-follow steps. This methodology provides clear instructions to help grasp and

apply the essentials of FortiGate policies.

3.2 Choosing the Right FortiGate Model

Choosing the right FortiGate model depends on several factors, such as the size of the
organization, the number of users, the type and volume of network traffic, and specific
security requirements. Here's a guide to help you select the appropriate FortiGate

model:

1. Assess Your Network Needs:
o Number of Users: Determine the number of users who will be accessing the
network.
o Network Traffic: Estimate the volume of network traffic, including peak usage
times.
e Security Requirements: Identify specific security needs such as VPN, IPS, web
filtering, and application control.

o Growth Potential: Consider future growth and scalability needs.
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2. Match Your Needs with FortiGate Models:
¢ Small Businesses: Small businesses typically have fewer users and less
network traffic, but still require robust security features, even if they have fewer
users and less network traffic.
e Medium-Sized Businesses: These businesses need more advanced security

features to handle bigger user bases and increased network traffic.

3.2.1 FortiGate models

There are many different FortiGate models ranging from entry level hardware appliances
to high end appliances. FortiGate VM, a virtual appliance offers the same protection as
the physical appliances. This ensures that FortiGate can fit seamlessly into various

environments.

Fortinet offers a variety of FortiGate models to cater to different network sizes and
requirements. The following section describes the various FortiGate models based on

the size of organizations and their typical use cases:

1. Small to Medium-sized Businesses (SMBSs):
e FortiGate 30E: Suitable for small offices or businesses with basic security needs.
e FortiGate 50E: Ideal for small to medium-sized businesses with moderate

network traffic.

The FortiGate/FortiWiFi 50E series provides an application-centric, scalable, and secure
SD-WAN solution in a compact fanless desktop form factor for enterprise branch offices

and mid-sized businesses.

FEERTINET.

-
oo
®e-
oo
o0
o0
(X}
(X

Figure 10: FortiGate 50E device®

6 Fortinet Product Infos https://www.fortinet.com/ [Accessed January 25, 2024]
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2. Medium to Large-sized Enterprises:
e FortiGate 100E: Designed

0o0,0,0

uuuuuuu

Figure 11: FortiGate 1500D device®

3. Enterprise and Data Centers:
e FortiGate 500E: Suitable for larger enterprises and data center environments
with high-performance requirements.
o FortiGate 600E: Offers increased throughput and advanced security features.
o FortiGate 800E: Designed for large enterprises with demanding security and

performance needs.

4. Next-Generation Firewall (NGFW) Series:
e FortiGate 3000 Series: Focuses on advanced threat protection and security
features for organizations requiring a robust NGFW solution.
e FortiGate 5000 Series: Offers high-performance next-gen firewall capabilities for

large enterprises and service providers.
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Figure 12: FortiGate 5000 device®

5. Secure SD-WAN Appliances:
1) FortiGate 60F: A versatile solution suitable for distributed enterprises requiring

secure SD-WAN functionality.

it F o 3wl 5 mamm 3 —— w
FiiRTINET.
o 00X AR EEaEEE—
e EEEEEEEEE A~

Figure 13: FortiGate 60F device®

2) FortiGate 100F: Provides increased performance for larger SD-WAN

deployments.
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Featured FortiGate Models for Small Businesses

Model

FortiGate 30E

FortiGate 50E

FortiGate 60F

Users

1-10

10-25

10-30

Throughput (Mbps)

950

2500

10,000

Key Features

Basic firewall protection, VPN,
application control, web filtering,

antivirus

Enhanced security features, VPN, IPS,
web filtering, application control,

compact and fanless design

High performance, secure SD-WAN,
application control, web filtering, IPS,
antivirus

Featured FortiGate Models for Medium-Sized Businesses

Model

FortiGate
100E

FortiGate
200E

FortiGate
300F

Users

25-50

50-100

100-200

Throughput (Mbps)

7,400

21,000

30,000

Key Features

High performance, VPN, IPS,
application control, web filtering,
secure SD-WAN

Advanced security features, high
throughput, VPN, IPS, application
control, secure SD-WAN, HA support

Very high performance, advanced
threat protection, VPN, IPS, application
control, HA support, robust logging and
reporting

3.3 FortiGate Policies and Starting Guide

Selecting the appropriate FortiGate model is the first step in enhancing network security

for SMEs in Palestine. Once the right model is chosen, the next critical step involves

establishing robust firewall policies. These policies ensure that only authorized traffic is

allowed, while also blocking potentially harmful data.

23



Types of Policies:

1. Based on IP Addresses and Protocols:
e Allow only necessary IP protocols (e.g., ICMP, TCP, UDP) and restrict them to
specific hosts and networks.
e Block traffic with invalid or private IP addresses.
2. Application-Specific Policies:
o Use application firewalls or proxies to validate and filter incoming traffic before it
reaches internal servers.
¢ Employ outbound application proxies, such as HTTP proxies, to filter dangerous
content and log web traffic.
3. User Identity Policies:
e Enforce user identity policies using VPNs and network access control (NAC). Log
user identities in firewall logs.
4. Network Activity Policies:
e Implement policies to block inactive connections after a specified period.
o Use traffic throttling or redirection policies to manage high rates of traffic,

ensuring critical traffic is prioritized.

3.4 Basic Settings

When starting with an organization's network setup, it is crucial to get the basics right in
FortiGate. This involves creating configurations, using CLI commands, setting up IP

access, configuring DHCP, and being able to restore configurations from backups.

In this section the following aspects will be discussed: WAN and LAN setup, including
SD-WAN, and establish security policies like IPv4 and DoS configurations. Next is VPN
site-to-site setup and Virtual IP NAT configuration for managing network traffic.

To keep the system running smoothly, monitoring and maintenance, including firmware
updates and backup procedures is important. This quick guide is your go-to reference for
setting up essential configurations and ensuring a secure network environment with
FortiGate.

Configuration Steps:
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¢ WAN/LAN Configuration: Set up WAN and LAN interfaces, including IP address
settings and DHCP server configuration.

o IPv4 Policies: Create and apply policies to control traffic between different
network zones, including basic and advanced security measures.

e SD-WAN Integration: Configure SD-WAN to improve WAN performance and
reliability.

e DoS Policies: Implement Denial of Service (DoS) policies to protect against
attacks.

¢ VPN Configurations: Set up Site-to-Site and Remote Access VPNs for secure
communication.

o NAT with Virtual IPs: Configure Network Address Translation (NAT) using

Virtual IPs to manage traffic between internal and external networks.

3.4.1 Adjust FortiGate VM settings

To work in FortiGate's network security environment, a physical or virtual appliance is
required. The flexibility of the VMware Workstation will be used to demonstrate the
previously discussed points. Using this virtualization platform is used to execute
essential configurations and commands to establish connectivity and assign a specific IP
address through the FortiGate Command Line Interface (CLI). This process enables
seamless interaction with the FortiGate web interface, empowering users to implement

and fine-tune security measures efficiently.
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Setup your VMware and try to connect to FortiGate through Web.

1. Download VMware workstation from the VMware official website and finish the

setup.

VMware Workstation Setup

Setup Wizard Complete

The setup wizard has successfully completed its operations
related to VMware Workstation. Click Finish to exit the wizard.

vmware
Workstation

Finish

Figure -14: VMware workstation download’

2. Get The ISO image of FG VM:

- Go to https://support.fortinet.com/ and create an account.

- Then, click on the support button and choose VM images.
- select the platform, which is VMware ESXi, please make sure to download a
new deployment called FortiGate VMware not FortiFirewall, to avoid errors

during the configurations.

7 FortiGate https://support.fortinet.com/welcome/#/ [Accessed February 1, 2024]
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&) FortiCloud oo v @ support Q B  sshemmasestudentasupedu v

Download / VM Images Account Name/ID: ~ Arab American university 1774073

Fortinet VM

VM Images

Neldome to the Fortinet VM image

FortiGate for VMWare ESXi platform Version 7.4.2

FortiGate v File Information Checksum Release D
elact. Platfortt Upgrade from 63468624ca74a4c5a6b27571F1 d7f1e0 (Regular) 2023122
previousversionof  53a3eeb4329b1f40bad4d313a43633717d338502cc225f23b33dbefBfb231415c273ad43c 1129d493b1138¢3d30946¢1 20d96d6ecdafe681 aasfe554033aa
VMWare ESXi v FortiFirewall for (SHA-512)
2F
build257
sy FORTINET.out (91.13
MB)
726
~ Earlier Versions New deploymentof  f402b2a0981785825a¢4389dd065¢47 (Regular) 2023-12:2
FortiFirewall for 7Tbdedb2fb851b13634114bd637b0844{3bb08d2bae62ca22ccf43fd0c3d7cbeB00385dbaf3e1 218e0a65: 45fbba67855eda
7.013 VMware (SHA-512)
FFW_VM64-7.4.2.F
6414 =
build2571
FORTINET.out.ovf.zip
(90.95 M8)

Figure 15: Download FG VM ISO image’

New deployment of f402b2a0981f785825ac4389dd065c47 (Regular)
FortiFirewall for 7b4edb2fb851b13634114bd637b0844f3bb08d2baeb2ca22s
VMware (SHA-512)

FFW_VM64-v7.4.2.F-

build2571-

FORTINET.out.ovf.zip

(90.95 MB)

Figure 16: New deployment of FortiFirewall vs. FortiGate”
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New deployment of cf93679c2bBa2c9093d9563439d6230c (Regular)
FortiGate for VMware  e246660258bbd1fa84eec28d820875a509739b5c8e752

FGT_VMB4-v7 4.2 F- (5HA-512)
build2571-

FORTINET.out.ovf.zip

(92.92 MB)

Figure 17: Deployment of FortiFirewall vs. deployment of FortiGate”

3. Import FortiGate with VMware and start the configurations

) Browse for Virtual Disk File X
i A > Desktop > FG ~v @] Search FG »r
Organize ~ New folder = - o
5> OneDrive Name Date modified Type Size

l FortiGate-VM&4.hw13 1/17/2024 1:37 PM Open Virtualizatio...
B8 Desktop ~ # (¥l FortiGate-VM64hw15 1/17/2024 1:37 PM Open Virtualizatio..
' Downloads # I FortiGate-VM64.nsxt 1/17/2024 1:37 PM Open Virtualizatio...
= Documents # ¢! FortiGate-VM64 1/17/2024 1:37 PM Open Virtualizatio...
PN pictures 4 (#l FortiGate-VM64vapp 1/17/2024 1:37 PM Open Virtualizatio...
O Music » BL fortias 171742024 137 PM VMware virtual dis... 6.0
- .. -
File name: | FortiGate-VM64 .
Save as type: All files (*.%) R
~ Hide Folders Cancel

Figure 18: Import the iso image with VMware’

The last step is to modify the network adapters:

- Click on Network adapter, make sure the network connection is set to bridged,

connected directly to the physical network. This means this virtual machine will be

a member of your physical network. You can ping an access to this virtual machine

from the physical computer. The bridge network adapter would act as the interface

to the Internet.
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- Click on network adapter two. This would be LAN interface or internal network.

Select the LAN segment.

LCVILCD

E= Memory 2GB

D Processors 1

£ Hard Disk (SCSI) 2 GB

£} Hard Disk 2 (SCSI) 30 GB

5 Network Adapter Bridged {(Autom...
5D Network Adapter 2 LAN Segment

5D Network Adapter 3 Bridged (Autom...
5 Network Adapter 4 Bridged (Autom...
5D Network Adapter 5 Bridged (Autom...
5D Network Adapter 6 Bridged {(Autom...
5 Network Adapter 7 Bridged (Autom...
5D Network Adapter 8 Bridged (Autom...
5D Network Adapter 9 Bridged {(Autom...
5 Network Adapter 10 Bridged (Autom...
[CIDisplay Auto detect

Figure 19: Bridge and LAN Network adapters connection’

- Power on the FortiGate and wait for it to finish the installation.

- It will require a username and password. The username will be “admin” and the
password will be blank.

- For security reasons, the first thing you should do is change the default login

credentials.
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Figure 20: Power on FortiGate”

3.5 Configure FortiGate system interface

In FortiGate, various interface settings can be customized, such as aliases (identifiers for
reference), IP addresses (public or private for connectivity), administrative access
protocols (e.g., Https, ping, ssh), and DHCP servers (for dynamic IP assignment).

You can choose between CLI or GUI for these configurations.

To set up your interfaces in GUI, follow these steps:

- Assign IP_Addresses: Configure IP addresses for internal and external interfaces

based on your network design. Navigate to 'Network' - ‘'Interfaces' in the settings.
- Define Roles: Specify roles for each interface (e.g., LAN, WAN).

For CLI access to the interface settings, use the appropriate commands.

- Edit portl: This is the bridge network adapter which will be the Wan or the Internet
interface.

Set mode DHCP

Set role WAN.

Set alias WAN.

Set allow access http https ssh telnet ping.

N2 20 2\ Z
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FortiGate-UM64 login: admi
Password:
Welcome!

FortiGate-UM64 # config system interface

FortiGate-UM64 (interface) # edit portl

FortiGate-UM64 (portl) # s

FortiGate-UMB64 (portl) #
FortiGate-UM64 (portl) # s
FortiGate-UM64 (portl) #

Figure 21: Portl configuations’

Configure the LAN interface.

Next

Set role LAN.

Set alias internal.
End.

V20 200 20 2 20 28 22

et

set

et

set

mode dhcp
role wan
alias WAN

allowaccess http https telnet ssh ping_

Edit port2: This would be the LAN or the internal network.
Set mode static: since we are going to statically assign the IP address.

Set IP: your IP for your default gateway e.g.: 10.10.10.1/24 with slash 24 subnets.
Set allow access http https ssh telnet ping.

FortiGate-UMb4 (portl) # next

FortiGate-UMb4 (interface) # edit port2

FortiGate-UM64 (port2) # set mode stati

FortiGate-UMb4 (port2) #

FortiGate-UM64 (port2)

FortiGate-UMb4 (port2) #

Figure 22: Port2 configurations”

set role lan

set ip 18.18.18.1/24

et allowacce http https telnet h ping_
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Get the IP address to access FortiGate GUI

- Get system interface physical: This command will show you the IP address

that was received from portl or the bridge network adapter.

FortiGate-UMGE4 # get system interface physical
[onboard]l

[portl]
mode: dhcp
ip: 16.1.1.: 255.255.255.8
ipub: -8
status: up
speed: 18888Mbps (Duplex: full)
FEC: none
FEC_cap: mnone

yort2]

mode: static
ip: 18.18.18.1 255.C
ipu6: ::78

status: up
speed: 188868Mbps (Duplex: full)
FEC: none
FEC_cap: none
[port31]
mode: static
ip: 8.6.8.8 8.8.8.8
ipub: 78
status down
speed: n-a

Figure 23:IP address to access the FortiGate interface’

- To access the FortiGate GUI, copy the IP address you have and paste it into the
browser.

- Log in using the default username which is admin and the password admin as we
configured.

Figure 24: Log in to the FortiGate”
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1]
1}
[l

LOCAL ' - @ FGVMO1 License
NAT
2023/09/2507:00:34 o

% G t 1G8
6m9s Wb Filtes Rating Outbreak

Unknown

Q
n

@ Activated LAN Edge © Fortiexplorer @ HTTPS

@ Free License B @ FortiGate X0 admin
o8 0] z0
Fabric Connectors
@ Logs
=] =

© Download HTTPS CA certificate >

FOATINET

Figure 25: FortiGate GUI”

3.6 Configure Basic Network Settings

3.6.1 DHCP Server Configurations

A FortiGate interface can host a DHCP server that automatically assigns IP addresses to
connected devices. You can establish multiple DHCP servers on any interface,
customizing settings like IP address range allocation, subnet mask, default gateway

(usually the interface IP), and DNS server (typically FortiGate's DNS server).

To configure the DHCP server for the internal network and enable automatic IP

assignment to connected devices, follow these steps.

@ DHCP Server

Address Range

|4# Create New H/Edit Hﬁ' Delete ‘

Starting IP End IP
10.12.171.10 10.12.171.50
10.12.111.150 10.12.111.254
Netmask 255.255.255.0
Default Gateway  Same as Interface IP Specify
DNS Server Same as System DNS Same as Interface IP Specify

Figure 26: DHCP Server’

33



We can set up a DHCP server on port2 or portl using GUI:

Go to Network > Interfaces > Enable DHCP >Port2/1, set the interface IP address as
192.168.1.1/24 and configure DHCP server on interface port2/1 (Range of IP addresses
should be: 192.168.1.20 to 192.168.1.30, DNS: 4.2.2.4) and Enable Device Detection
under Port2/1 to allows the FortiGate to identify and monitor devices connecting to this

interface. This feature enhances network security and visibility.

= Q > O L2~
& Dasl i Edit Interface
% Network @ DHCP Server
Interfaces DHCP status © Disabled
N Addressrange [ 192.168.1.20-192.168.1.30) |
©
Netmask 255.255.255.0
Default gateway Same as Interface (P IR0
DNS server Same as System DNS | Same as Interface IP
DNS server 1 4224 x
[+
Lease time @ @ 604800 =/ second(s)
0 Advanced
Network
I Device detection @ €@ ]
Security mode >

Figure 27: Enable DHCP server.”

3.6.2 Static routing

Static routing is a basic method used in network devices, including FortiGate firewalls.
FortiGate typically has a default route for internet access, and in complex setups, static

routes are used. These routes are stored in a routing table to guide incoming traffic.
The default route is like telling FortiGate, "If you're not sure where to send the traffic,

send it here." It allows all devices connected to FortiGate to access the internet, using a

general address (0.0.0.0) for any web destination.
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This route directs traffic to another router, often through the WAN port, ensuring internal

traffic can reach the internet. Proper routing is crucial for this.

Type Destination Gateway IP Interfaces Distance  Priority
Static 10.100.00/16 10.10.1.1 To-HQ-B 10 1
Static 10.101.00/16 10.01071 To-HQ-A 10 1
Static  10.102.00/16 10.0.121 To-HQ-MPLS 10 S
Static  0.0.0.0/0 10.0.681 Internet_A 10 1

Figure 28: Static routing table. ”

- Set a Static route in the firewall to reach the NAT object. Go to Network > Static
Route > Create a new. This way for optimizing network performance and enhancing

control over data routing.

New Static Route

Automatic gateway retrieval @ O

Destination @ Internet Service
0.0.0.0/0.0.0.0

Gateway Address € Specify

Interface ™ port3 x
k +

Administrative Distance € 10 Z

Comments Writ ent 0/255

Status [*REEE © Disabled

£3 Advanced Options

Figure 29: Configure a static Routing”

3.6.3 Create Policies

Creating policies is a fundamental aspect of managing and controlling various aspects of
a system or network. In this context, this section explores how to create policies,
specifically focusing on the Internet Access Control Policy. This policy empowers users
to govern and permit specific types of traffic from their local network to the internet,
offering essential control and security through firewall configurations.
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- Go to Policy & Objects > Firewall Policy section, click Create New to add a new

firewall policy, and configure the following settings:

Name: LocalTolnternet

From inside to outside (port2 to port3)(LAN to WAN)

Source: Create an address for local network (Subnet: 192.168.1.0/24)
Destination: alll

Schedule: Always

Service: Only HTTP, HTTPS, DNS, Ping

Action: Accept

New Address

MName mylocal

Color & Change

Type Subnet -
IP/Netmask | 192.168.1.0/24)

Interface O any -

Static route configuration O

Comments Write omment 0/255

Figure 30: Set local subnet”

New p&y
b, Policy & Objects Name © LocalTolnternet
Firewall Policy Incoming Interface ™ port2 -
Outgoing Interface ™ port3 -
Source & mylocal x
+
Destination = all x
-
Schedule [@ always -
Service @ DNS x
@ HTTP x
@ HTTPS x
@ PING x
-
Action L seyl @ DENY

Inspection Mode Proxy-based

Ei Cont ; Firewall / Network Options

Figure 31: Set Firewall Policy”




3.6.4 Configuring SD-WAN

SD-WAN enhances network performance by optimizing WAN and multi-cloud
connectivity. It dynamically selects paths like MPLS, 4G/5G, or broadband for efficient
access to cloud apps. FortiGate firewall configuration for SD-WAN improves routing,

increasing bandwidth usage, network resilience, and overall performance.

Here are the steps for FortiGate SD-WAN policy setup.

- Create or Identify WAN Interfaces

- Go to Firewall > Network > Interfaces > port4. Set Name as WAN2 and IPv4 as
10.200.2.1/24(e.g.). Ensure you have at least two WAN interfaces configured (e.g.
WANL1 and WAN2). These interfaces will be used for SD-WAN, do the same
configurations for both WAN1 and WAN2.

% Network

Name % port4

Alias [ WaN2

Type ™ Physical Interface

Interfaces

VRFID @ o
Role @ Undefined v

Address

Addressing mode m DHCP | Auto-managed by IPAM = One-Arm Sniffer
IP/Netmask 10.200.2.1/24

Secondary IP address (B

Figure 32: Port4 configuration’

Configure SD-WAN Members.

Navigate to Network > SD-WAN > SD-WAN Interfaces.

Click on Create New to add your WAN interfaces to the SD-WAN interface.
Select the WAN interfaces (WAN1, WAN2, etc.) you wish to include in your SD-

WAN setup. Configure the necessary settings for each interface, such as Cost,

N2 2 2\ Z

Weight, Priority, etc., based on your requirements.
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@ Dashboard | Edit SD-WAN Member

++ Network

Py Interface M WAN2 (port4) -

: . SD-WAN Zone ‘a virtual-wan-link v
Gateway 10.200.2.254

Cost 0 o

Priority @ 0 =

Status [+ JNEGELE © Disabled

Figure 33: Add Port4 as SD-WAN members’

3.6.5 SD-WAN zones

SD-WAN zones in FortiGate are logical groups of WAN interfaces where you define
policies for managing and optimizing traffic. You can see the SD-WAN zones from

network > SD-WAN.

SD-WAN Zones SD-WAN Rule Performance SLA

EERGVEGE Volume  Sessions

RN Download Upload
- ) W ports M port4
\ \ M ports B ports
1
/ |
+ New ~ Y 4
Interfaces Gateway = Cost & Download = Upload =

8 @& virtual-wan-link

Figure 34: SD-WAN Zones’

3.7 IPv4 Policies

IPv4 policies are used to control traffic flow through the
FortiGate unit. used to manage and control how IPv4 addresses are allocated and used

across networks. These policies ensure the efficient and organized distribution of the
limited IPv4 address space, facilitate routing and network management, and support

security measures to protect network integrity.
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- Go to Policy & Objects > IPv4 Policy.
- Create a New Policy by clicking on the "Create New" button.
- Set Incoming and Outgoing Interfaces based on your network topology.
- Configure Source and Destination Addresses; you can use predefined addresses or
create new ones.
- Set Service to specify which types of traffic are allowed through.
- Action: Choose "Accept" to allow traffic or "Deny" to block.
- Enable NAT if needed and configure any additional settings like security profiles.
- Save the policy.
& Dashboard > = New Policy
NX Security Fabric >
8 FortiView > Name @ Allowed Anything
# Network > Incoming Interface | ™ LAl ‘portl) v
¥ System > Outgoing Interface = ™ WAN (port2) -
® Policy & Objects v Source = all x
IPv4 Policy e *
) Destination = all x
IPv4 DoS Policy %
Addresses Schedule (@ always -
Wildcard FQDN Service o ALL x
Addresses +
Internet Service Database A ction « ACCEPT m = LEARN
Services
Schedules (D Log Violation Traffic
Figure 35: Create IPV4 Policy’
& Network s Security Profiles
& System , AntiVirus @]
® Policy & Objects . Web Filter © =] default - &
1Pvé Policy T Application Control @ mdefau[t - &
IPv4 Do$ Policy 7S © default g
Proxy Options default - &
Addresses
SSL Inspection 8 certificate-inspection - &
Wildcard FQDN
Addresses
Internet Service Database Logging Options
Services Log Allowed Traffic @ Security Events
Schedules Generate Logs when Session Starts @O
aes Capture Packets © i
IP Pools
Comments | Write acomment... y "
Traffic Shapers B
Traffic Shaping Policy Enable this policy @
& Security Profiles »

Figure 36: IPV4 Security profiles”
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& Dashboard > o 4 CreateNew ¢ Edit @ Delete Q Policylookup  Searc [oQl Interface Pair View [N
X Security Fabric >
ID Name Source Destination Schedule Service Action NAT Security Profiles Log
& FortiView >
[E] B LAN (port1)— B WAN (port2) @
b Network >
£ System > 1 AlowedAnything T ail =l Balways @ALL Y ACCEPT @FEnabled [IEY default o Al
& Policy & Objects v @ I default
1Pv4 Policy ¥4 A default
IPv4 DoS Policy 23 default
Addresses JEEN certificate-inspection

Figure 37: IPV4 Allow anything policy

3.7.1 IPv4 Denial of Service (DoS) Policies

IPv4 Denial of Service (DoS) policies are measures to protect networks from DoS
attacks, which aim to protect the network from potential DoS attacks by monitoring,
logging, and blocking malicious traffic based on anomalies detected at both the Network

and Transport layers of the OSI model.

Go to Policy & Object > IPV4 DOS Palicy:
Name: DOS

Incoming Interface: Portl

Source, Destination, Service: all

L3 Anomalies: Status and Logging: Enable, Action Block

N2 20 200 28 27

L4 Anomalies: Status and Logging: Enable, Action Block

B Policy & Objects New Policy
1Pv4 Do Policy B Yme © DOS
Addresse Incoming Interface ™ portl v
Source Address =2 all x
“
Destination Address I3 all x
+
Service @ ALL x
-
L3 Anomalies
o) Action
Name Logging Disable m Monitor Threshoid
ip_src_session @ Disable m Monitor 5000 Z
ip_dst_session @O Disable m Monitor 5000 %

Figure 38: IPV4 DOS policy”
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If you have a network topology you can do this scenario to check the policy.

Scenario: set a DDoS Prevention on traffic from Portl to Port2. and install a script in kali
to do a DOS attack .and set a DDoS Prevention Policy to block DOS traffic in FortiGate
to see the report of the attack go to:

- Log & Report > Anomaly.

= Q > O~ L2~ ‘admin'
c & © AddFilter [z~ [ Details
Date/Time Severity Source Protocol User Action Count Attack Nan

20 seconds ago mmEEE 192.168.122.196 17 clear_session 1 udp_flood

Figure 39: View anomaly report

- Go to Dashboard > Security > Top Threats and verify your result.
this section displays the most significant security threats currently detected by the
FortiGate unit.
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. @~ L3 - 1admir|"

& Dashboard

Security € Top Threats by Threat Leve = 24hours o &

Q@ Add Filter
250 Threat Score

4 Critical
200 Threat Score

150 Threat Score | 1
100 Threat Score

50 Threat Score [

0 Threat Score L
00:00 02:00 04:00 0600 0800 10:00 1200 14:00 14:00 18:00 2000 22:00

Threat Threat Category Threat Level - Threat Score - Sessions
fmp_foodps 150 g
wfood e g
udp_scan  ips 50 1

er & Authentication

Figure 40: Security threats currently detected’

3.8 Site-to-Site VPN Configurations

A Site-to-Site VPN configuration securely connects multiple networks across different
locations, allowing them to share data over the internet as if they were on the same

private network securely.

Go to VPN > IPsec Wizard.

Choose a Template Type: Select "Site to Site" and provide a descriptive name.
Set the Remote Gateway to the public IP address of the other VPN endpoint.
Configure Authentication by setting a pre-shared key.

N2 2 2 2%

Set Local and Remote LANS to define which networks will be accessible through the
VPN.

Review the settings and complete the wizard.

v
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w B

ow

@ VPN Setup )|

Name

Template type SICAGRIEE Hub-and-Spoke Remote Access
Custom

NAT configuration No NAT between sites

This site is behind NAT
|Psec Wizard The remote site is behind NAT

Tunnel Templat Remote device type s Rs eIy

‘s Cisco

Site to Site - FortiGate

Z

)
W

This FortiGate Remote FortiGate

VPN Creation Wizard
@ Authentication > @ Policy & Routing > @ Review Settings
> Remote device [LEGEIEEN Dynamic DNS
Remote |P address 10.10.10.2
Outgoing Interface ¥ port3 -
Authentication method REEEIERERE Signature
Pre-shared key [ ssesee ®

Site to Site - FortiGate

This FortiGate Remate FortiGate

< Back Next > Cancel

VPN Creation Wizard

©® Policy & Routing

Local interface ¥ port2 x
+
kocal subnets 192.168.20.0/24
[+]
Remote Subnets | 192.168.10.0/24]
|Psec Wizard [+]

Tunne te Internet Access @ m Share Local Use Remote

Site to Site - FortiGate

Remote FortiGate

< Back Next > Cancel

Figure 43: Policy & Routing”
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- Then configure the FG2 in the same way.
- Go to your IPsec Tunnels and double click on Inactive to troubleshoot or activate the

VPN tunnel you've just set up.

Tunnel = Interface Binding = Status = Ref.=+
£22 Site to Site - FortiGate @@

© Inactive

Figure 44: Configure IPsec Tunnels’

- On the next windows, right click on the tunnel > Bring UP > All Phase 2 selectors. Then,
your tunnel should be up!

EY - ©- a3~ @
IF [+
B Reset Statistics © BringUp~  © BringDown~  Q Locate on VPN Map
Name = Remote Gateway + PeeriD+~ Incoming Data = Outgoing Da
©FG2 osasns 0B 08

@ Reset Statistics

© Bring Up * | Phase 2 Selector: FG2

© Bring Down 4 Fll Phase 2 Selectors |
Q Locate on VPN Map
Lt Show Matching Logs

R

Bring up IPsec Tunnel

This step is manually for initiating a VPN tunnel in network devices like FortiGate.
Secure communication between VPN endpoints is started by activating all configured
traffic routes within the tunnel. This action is necessary for ensuring the VPN tunnel is
operational, allowing for encrypted data exchange according to the VPN's setup. It's
commonly used for testing, troubleshooting, or activating the tunnel after configuration
changes.?

8 Hauser et al., "P4-IPsec: Site-to-Site and Host-to-Site VPN in P4-Based SDN," IEEE Access,
Volume 8, July 2020
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3.8.1 Virtual IP (VIP) NAT Configuration

Virtual IPs are used for forwarding traffic from external IP addresses to internal IPs and

ports.

- Go to Policy & Objects > Virtual IPs.

- Create a New VIP by clicking on "Create New".

- Set External and Mapped IP Addresses; the external IP is the one the public uses to
access the internal resource.

- Configure Port Forwarding if specific services need to be accessible externally.

- Use the VIP in an IPv4 Policy to allow traffic to the internal resource.

Figure 45: VIP configurations’

3.9 High Availability

Configuring High Availability (HA) on FortiGate devices, involving one primary (active)
and at least one secondary (passive) firewall, ensures network continuity by providing
redundancy and increasing reliability. This setup allows for a seamless transition to the
secondary unit, which becomes the primary if the active firewall is disabled, thereby

maintaining operational integrity even in the event of a unit failure.

1. Preparing for HA Configuration

- Compatibility Check: Ensure all FortiGate units are of the same model and are
running identical FortiOS versions.

- Backup Configurations: Before proceeding, back up the current configuration of all

units involved in the HA setup.
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2. Configuring the HA Settings

- Go to System > HA in the FG-Primary:

- Initiate HA Setup: Click on "Change" to enable HA configuration options if they are
not already available.

- Select the Mode: Active-Passive

- Device Priority: 128 (The higher priority is primary)

- Group Name: HRT (Assign a name for the HA cluster, the Group name between
Primary and Secondary should be the same)

- Password: Set a password (The Password between Primary and Secondary should
be the same)

- Monitor Interface: Port 3

- Heartbeat Interface: Port 4

& Se Mode Active-Passive v
= Device priority €@ 128 <
o User & Authentication
e Cluster Settings

Group name HRT

Password 123456 »

Firmware Session pickup ©
Fabric Management Monitor interfaces ™ port3 x

Heartbeat interfaces M port4 x

(® Management Interface Reservation

FortiGuard (B Unicast Heartbeat

Figure 46: HA primary configuration 7

- Do the same configuration in the FG-Secondary but set the Device priority to 50.
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Mode Active-Passive
Device priority @ 50

er & Authentication

Cluster Settings

System

Administrators Group name HRT

Admin Profiles Password 000000
Sessionpickup @
Monitor interfaces ™ port3

Heartbeat interfaces  [® port4

(@ Management Interface Reservation

(B Unicast Heartbeat

Figure 47: HA secondary configuration’

v
@
x
+
x
+

After setting secondary device, no longer be able to access secondary device because

In an HA configuration, the primary device takes an active role, handling the traffic and

management tasks, while the secondary device remains in standby mode, ready to take

over if the primary device fails or becomes unavailable.®

- Go to FG-Primary > System > HA and evaluate your result.

= Q HA: Primary
P

222 FortiGate VM64-KVM 1 3
P i
- 1] CEEEE

4

&

FG-Master (Primary)
=
. < Refresh | | # Edit % Remove device from HA
-
o Status Priority Hostname Serial No.

Figure 48: HA Status ’

> @+ A2~ z admin =

Role/ystem Uptime

© Synchronized 128 FG-Master  FGVMEVAAPTTBXNS3 30m 555
© Not Synchronized 50 FG-Slave FGVMEVRDBBJLEOED 30m 555

\
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- The two devices will be synchronized after a while.

Status Priority Hostname Serial No. Role System Uptime
@ Synchronized 128 FG-Master FGVMEVAAPTTBXNS83 Primary 36m7s
@ Synchronized 50 FG-Slave FGVMEVRDBBJLEOED Secondary 36m7s

Figure 49: HA Synchronized status’

| ]

FG-Slave {Primary)

C Refresh | & Edit| % Remove devics from H

Status Priority Hostname Serial No. Role System Uptime
© Synchronized 50 FG-Slave FGVMEVRDBBJLEOED 44m 405

*

Figure 50: Verify firewall role after stopping FG-Primary’

To verify your result:

- Goto Log & Report > Events > HA Events and download the log.

Date/Time Level Action Message
| Minute ago un Virtual cluster's member state moves
Minute ago Virtual cluster detected member dea
Minute ago Heartbeat packet lost
11 minutes ago u The sync status with the primary
12 minutes ago ] The sync status with the primary
12 minutes ago | The sync status with the primary
14 minutes ago | The sync status with the primary
14 minutes ago L L Virtual cluster's member state move:
14 minutes ago Virtual cluster detected member join
14 minutes ago [ 1] HA device(interface) peerinfo
14 minutes ago B HA activity report
14 minutes ago am Virtual cluster add HA device
14 minutes ago ] HA activity report

Figure 51: HA Events’
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4 Regular Maintenance, Support and Training

4.1 Regular Maintenance

It is important to perform regular maintenance, use support resources, and engage in
continuous training to keep the FortiGate firewall working well. This section explains how
to keep the FortiGate firewall working well, troubleshoot common issues, get help, and

keep up with training resources.

4.1.1 Firmware Updates

¢ Importance: Keeping the firewall firmware up-to- security fixes for vulnerabilities,
improvements in performance, and new features.
e Instructions:
o
Option 1: Upgrade from Fortinet Support Portal
1. Check for Updates: Log in to the Fortinet support portal at support.fortinet.com.
2. Download the Latest Firmware: Navigate to the firmware download section and
download the appropriate firmware for your FortiGate model.
3. Backup Configuration: Before updating, backup the current configuration by
navigating to System > Maintenance > Backup & Restore.
4. Upload and Install Firmware: Follow the portal instructions to upload and install
the new firmware on your FortiGate device.
5. Verify Operation: After the update, verify that the firewall is operating correctly
and that all configurations are intact.

Figure 52: Upgrade from Fortinet Support Portal Part 1
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) FortiCloud - 3 - (o] tw

Jown'oad / Firmware Images Account Name/ID:

Firmware

Images

Select Product

FortiGate v

w FortiGate Support Tool

Release Notes Download

FortiOS Version Upgrade Path

Figure 53: Upgrade from Fortinet Support Portal Part 2

Option 2: Upgrade from the GUI:

1. Log in to the FortiGate GUI: Open a web browser and enter the IP address of
your FortiGate device to access the GUI as the administrative user.
Go to Dashboard -> System Information.

3. Check for Updates: Click on "Check for updates" to see if a new firmware version
is available.

4. Select 'Update' next to 'Firmware Version,' then select Browse and find the
previously downloaded firmware image file.

5. Backup Configuration: Before updating, backup the current configuration by
clicking on Backup.
Reboot: Allow the device to reboot to complete the firmware update.
Verify Operation: After the update, verify that the firewall is operating correctly

and that all configurations are intact.

@ Dashdoard
e FortiView > :
ofe Network > HA Status Standalone (
© System
Host Name FGTO0E-1 [Crang
I Policy & Otjects >
Serial Number PO R —
8 Security Profes y

Operation Mode

NAT

L VPN >
& User & Device > Inspection Mode Praxy-based
W WIFi & Switch Controller > System Time Mon May 31 09:57:37 2021 (FortiGuard nangs
M Log & Report > Flrmware Version v5.4.9 buliabos) (, ——Ii=
© Monitor > System Confguratior Backup] [Restore] [Revis
Current Administrator admin [Change Password] /3 in Total [Details
Uptime: 2 day(s) 19 hourls) 23 minds

Figure 54: Upgrade from the GUI — Part 1
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& Dashboard > Firmware Management

NX Security Fabric >
Current version FortiOS v6.0.6 build0272 (GA)
& FortiView >
Networl >
 Network Upload Firmware
& System
| Selectfile © Browse

Administrators

Admin Profles

Settings

FortiGuard Firmware

Figure 55:Upgrade from the GUI Part 2

4.1.2 Configuration Backups

¢ Importance: Regularly backing up the firewall configuration ensures that you can
quickly restore the system in case of a failure or misconfiguration.
e Instructions:
1. Scheduled Backups: Set up automated backups by navigating to System >
Maintenance > Backup & Restore.
2. Manual Backups: Perform manual backups periodically or before making
significant changes to the configuration.

4.1.3 Performance Monitoring

e Importance: Monitoring the performance of the firewall helps identify and address
potential issues before they impact network operations.
e Instructions
1. Monitor Logs: Regularly check the firewall logs for unusual activity by
navigating to Log & Report > Log Settings.
2. Analyze Traffic: Use the traffic monitoring tools in the FortiGate interface to

analyze network traffic patterns and identify any performance bottlenecks.
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Figure 56: Performance Monitoring

4.2 Troubleshooting

4.2.1 Common Issues and Resolutions

e Connectivity Problems: Check the network cables, check the interface
configuration, and make sure that the correct IP addresses are assigned.

e Policy Issues: Check firewall policies to make sure they are set up correctly and
that no rules are blocking traffic that is needed.

e Performance Changes: Check for high CPU or memory usage and optimize

configurations to reduce load. Consider upgrading hardware if necessary.

4.2.2 Diagnostic Tools

e Ping and Traceroute: Use these tools to diagnose network connectivity issues.

o Packet Capture: Capture and analyze packets to troubleshoot complex network
problems.

To use the packet capture tool in the GUI:

1. Go to Network > Diagnostics and select the Packet Capture tab.
2. Optionally, select an Interface (any is the default).

3. if needed, enable Filters and select a Filtering syntax:

a) Basic: enter criteria for the Host, Port, and Protocol number.
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NPU hardware acceleration must be disabled on the respective firewall
policy to see all packets. To do so, set "suto-asic-offload” to "disable” in
the CLI.

Interface O any -

Maximum captured packets [i Je ]

& Filters

Filtering syntax @ JEECS Advanced

Host

+
Port

+
Protocol number

+

Figure 57: Packet Capture — basic

b) Advanced: enter a string, such as src host 172.16.200.254 and dst host
172.16.200.1 and dst port 443.

NPU hardware acceleration must be disabled on the respactive firewall
® policy to see 3l packets. To do so, set "auto-asic-offload” to “disable” in
the CLI,
Interface O any -

Maximum captured packets 00

O Filters
Filtering syntax @  Baslc
Filter

Figure 58: Packet Capture — advanced
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4. Click Start capture.

<! Capturing Packets

UIIIL045 LALLM AALEISG -7 LF £ IULUU L 1L

153 64.06329s
54 64.11720s

5 65064475

15 66.11081s
157 67.10890s
58 6811789

} 68334795
160 68.33837s
161 68.33907s
62 69.06752s
6%.1111%s

164 7010684645

Timeline Header

Packets/Second

=

172.16.200.254
172.16.200.254
172.16.200.254
172.16.200.254
172.16.200.254
172.16.200.254
172.16.200.254
172.16.200.254
172.16.200.254
172.16.200.254
172.16.200.254
17216200254

-»172.16.200.1 TCP
-»172.16.200.1 TCP
->172.16.200.1 TCP
-= 172162001 TCP
-»172.16.200.1 TCP
-»172.16.200.1 TCP
-»172.16.200.1 TCP
-+ 172162001 TCP
-»172.16.200.1 TCP
->172.16.200.1 TCP
-»172.16.200.1 TCP
-» 172162001 TCP

Packet Data

2377

55897 -»

55897
558%7

55897

55897 ->

55897
537%%
53799
53799
55897
55897
55897

40 seconds ago

Figure 59: Packet Capture — click start

-y
443
> 443
->443
-> 443
443
->443
> 443
-> 443
->443
->443
->» 443

-» 443

[ L=l g B LW Y| ITY—LIHIUSLLUT RALR-UFUIIUT LD
[ACK] Ack=2918814524
[ACK] Ack=2918815956
[ACK] Ack=2918816606
[ACK] Ack=2918816928
[ACK] Ack=2918817255
[ACK] Ack=2918817582
[PSH,ACK] Seq=2345072242 Ack=670530914
[ACK] Ack=670531688
[PSH,ACK] Seq=2345072329 Ack=670531688
[ACK] Ack=2918818364
[ACK] Ack=291881905%
[ACK] Ack=2918819709

20 seconds ago Now

i Stop capture

e Log Analysis: Utilize FortiGate’s log analysis tools to identify and resolve issues by

navigating to Log & Report > Log Settings.

4.3 Support Resources

4.3.1 Fortinet Support

e Support Portal: Access the Fortinet support portal at support.fortinet.com for

technical assistance, documentation, and firmware updates.

e Support Contracts: Ensure that your FortiGate device has an active support

contract to access technical support and advanced replacement services.

e Community Forums: Participate in the Fortinet community forums to seek advice

and share knowledge with other FortiGate users.
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4.3.2 Documentation and Manuals

o Official Documentation: Refer to the official Fortinet documentation for detailed
information on configuring and managing FortiGate firewalls. Access it at
docs.fortinet.com.

e User Manuals: Keep the FortiGate user manuals handy for reference during

configuration and troubleshooting.

4.4 Training and Additional Resources

4.4.1 Fortinet Training and Certification

e Courses: Enroll in Fortinet’s training courses, such as the Network Security Expert
(NSE) program, to deepen your knowledge of FortiGate firewalls and network
security.

e Certification: Obtain Fortinet certifications to validate your expertise and improve

your ability to manage and maintain FortiGate devices effectively.

4.4.2 Interactive Learning

e Video Tutorials: Utilize video tutorials and webinars available on the Fortinet
website and YouTube channel for visual learning and step-by-step guidance.
e Simulations: Engage in hands-on simulations and lab exercises to practice

configuring and managing FortiGate firewalls in a controlled environment.
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